THL'S OPI NI ON WAS NOT_ WRI TTEN FOR PUBLI CATI ON

The opinion in support of the decision being entered today (1)
was not witten for publication in a law journal and (2) is not
bi ndi ng precedent of the Board.
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FLEM NG Adm ni strative Patent Judge.

DECI SI ON ON APPEAL
This is a decision on appeal fromthe final rejection of
claims 1 through 20, all of the clains present in the

application. Appellants’ invention relates to electronic

! Application for patent filed April 9, 1992. According to
appel lants, this application is a continuation-in-part of
Application 07/522,017, filed May 11, 1990.
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security systens in which access to a lock is granted through
passi ng of appropriate data froman electronic key to an
el ectronic | ock.
| ndependent clains 1, 10 and 17 are reproduced as foll ows:
1. An electronic security system conprising:
a lock, including
a lock nenory storing therein an identification nunber of
said |l ock, an encryption code associated with said |ock, and a

seed nunber, and

means for encrypting said stored seed nunber with said
encryption code to generate an encrypted seed nunber;

key neans couple with said | ock for comrunicating therewth,
i ncl udi ng;

a key nenory storing therein a list of lock identification
nunbers and correspondi ng encryption codes,

means for receiving said identification nunber of said | ock
and said seed nunber fromsaid | ock

means for encrypting said received seed nunber with an
encryption code retrieved fromsaid key nenory corresponding to
said received identification nunber to generate an encrypted seed
nunber, and

means for transmtting said encrypted seed nunber to said
| ock;

said | ock further including
means for conparing said encrypted seed nunber received from

said key neans with the encrypted seed nunber generated in said
| ock, and
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means for enabling said key neans to open said | ock upon
determ nation by said neans for conparing that said encrypted
seed nunbers match

10. A lock nmechani sm conprising:
a bolt novabl e between a | ocked and an unl ocked position;

a lock cylinder having a bolt camin contact wth said bolt
to prevent said bolt fromnoving when in a | ocked position, and
oper abl e upon actuation to nove said bolt to said unl ocked
position;

retractabl e bl ocking nmeans in contact with said bolt for
preventing said bolt fromnoving to said unlocked position when
unretracted by bl ocking notion of said bolt to said unlocked
position and allow ng said bolt to be noved to said unl ocked
positi on when retracted;

an electrically powered sol enoid operable to retract said
bl ocki ng neans upon sw tching of power thereto; and

means for selectively powering said solenoid, conprising a
portabl e key neans for operating said |ock cylinder and including
a power supply.

17. An electronic security system conprising:

a lock, including

an access nenory for storing access data<

a data communi cation term nal coupled to a conmmunication
channel ,

m croprocessor nmeans for receiving data fromsaid data
communi cation termnal transmtted over said conmuni cation
channel including access data,|l and for storing received access
data in said access nenory,

means for receiving access data froman el ectronic key,
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means for conparing access data received fromsaid
communi cation channel and stored in said access nenory, and

means for releasing said lock to all ow access by a hol der of
said electronic key if the access data received fromsaid
el ectroni c key matches the access data received over said
communi cation channel and stored in said access nenory; and

renmote data processor neans for sending data to said
m croprocessor nmeans over said communi cati on channel .

The references relied on by the Exam ner are as foll ows:

Cl arkson et al. (d arkson) 4,789, 859 Dec. 6, 1988
Cargile et al. (Cargile) 4,819, 267 Apr. 4, 1989
Clark et al. (dark) 4,829, 296 May 9, 1989
Barrett et al. (Barrett) 4,887,292 Dec. 12, 1989
Pogue et al. (Pogue) 5, 144, 667 Sep. 1, 1992
Todd WO 89/ 02507 Mar. 23, 1989

Clains 1 through 6 and 8 stand rejected under 35 U. S. C
8 103 as being unpatentabl e over Pogue and Clark. Caim7 stands
rejected under 35 U.S.C. 8§ 103 as bei ng unpatentabl e over Pogue,
Clark and Barrett. Caim9 stands rejected under 35 U S.C. § 103
as bei ng unpatentabl e over Pogue, Clark and Cargile. Caim10 is
rejected under the judicially created doctrine of obviousness-
type doubl e patenting as bei ng unpatentable over claim1 of U S.
Pat ent No. 5, 140, 317. Claim 10 al so stands rejected under 35
U S. C 8 103 as being unpatentable over Cark and Todd. C ains
11 and 13 through 15 stand rejected under 35 U. S.C. § 103 as

bei ng unpatent abl e over Pogue. C aim 12 stands rejected under 35
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U S.C. 8 103 as being unpatentable over Pogue and C ar kson.
Claim 16 stands rejected under 35 U . S.C. § 102 as being
anticipated by Clark. Cdains 17, 18 and 20 stand rejected under
35 U S.C 8 102 as being anticipated by Barrett. Cdains 17
through 19 stand rejected under 35 U.S.C. 8 103 as being
unpat ent abl e over Barrett and C ark.

Rat her than repeat the argunents of Appellants or the
Exam ner, we nmake reference to the briefs? and the answer for the
details thereof.

CPI NI ON

After a careful review of the evidence before us, we agree
with the Examiner that Claim10 is properly rejected under the
judicially created doctrine of obviousness-type doubl e patenting
as being unpatentable over claim1l of U S. Patent No. 5,140, 317.
and also is properly rejected under 35 U S.C. §8 103 as being
unpat ent abl e over Clark and Todd. W also agree with the
Exam ner that Cains 17, 18 and 20 are properly rejected under 35

US C 8 102 as being anticipated by Barrett and clains 17

2 Appel lants filed an appeal brief on March 10, 1994. W
wll reference this appeal brief as sinply the brief. Appellants
filed a reply appeal brief on June 13, 1994. W wll| refer to
this reply appeal brief as the reply brief. The Exam ner stated
in the Examner’s letter dated June 20, 1994 that the reply brief
has been entered and considered but no further response by the
Exam ner is deened necessary.
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through 19 are properly rejected under 35 U S.C. 8 103 as being
unpat ent abl e over Barrett and Cark. Thus, we will sustain the
rejection for these clainms but we will reverse the rejection of
remai ni ng clains on appeal for the reasons set forth infra.

At the outset, we note that Appellants have indicated on
page 6 of the brief the groupings of the clains. |In particular,
Appel lants state that clains 18 and 19 do not stand or fal
together with claim17. W note that Appellants have argued
separate patentable issues pertaining to clains 18 and 19 but do
not argue separate patentable issues pertaining to claim20. 37
CFR 8 1.192 (c)(5) anmended June 23, 1988 states:

For each ground of rejection which appellant contests

and which applies to nore than one claim it wll be

presunmed that the rejected clains stand or fal

together unless there is a statenent otherwise, and in

the appropriate part or parts of the argunents under

subparagraph (c)(6) of this section appellant presents

reasons as to why appellant considers the rejected

clains to be separately patentable.

As per 37 CFR 8 1.192 (c)(5) anended June 23, 1988, which was
controlling at the tinme of Appellants’ filing the brief, we wll,
t hereby, consider Appellants’ claim20 to stand or fall together
wth claim17.

On pages 6 through 11 of the brief, Appellants argue that

the rejection of clainms 1 through 6 and 8 as bei ng unpat ent abl e
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over the conbination of Pogue and Clark is inproper because those
of ordinary skill in the art would not be notivated by Pogue or
Clark to nodify the Pogue apparatus as suggested by the
Exam ner’ s proposed nodification. Appellants point out that
Pogue fails to teach storing in the lock an identification nunber
of a lock as well as storing in the |ock any encryption code
associated wth the I ock. Appellants further point out that
Pogue does not teach storing in the key a list of |ock
identification nunbers and correspondi ng encryption codes.
Finally, Appellants point out that Pogue does not teach a key
i ncluding nmeans for receiving the identification nunber of a | ock
and a seed nunber fromthe | ock and neans for encrypting the
recei ved seed nunber with an encryption code retrieved fromthe
key menory corresponding to the received identification nunber to
generate an encrypted seed nunber as recited in Appellants’ claim
1.

The Exam ner argues that C ark teaches storing a list of
| ock identification nunbers and correspondi ng encryption codes in
the key. The Exam ner argues on pages 3 and 4 of the answer that
it would have been obvious to nodify the Pogue system so that the
key would store a list of |ock and correspondi ng encrypting codes

for the ability to operate nmultiple | ocks.
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The Appel |l ants argue that Pogue teaches away from such a
nmodi fication. Appellants point out that Pogue teaches that one
of the objects of the Pogue invention is to keep the key as
si npl e and | ow power consum ng as possible and as a result
Pogue’s key only has to store two nunbers, the secret key S and
the key’'s identification nunber.

It is the burden of the Exam ner to establish why one
having ordinary skill in the art would have been led to the
claimed invention by the reasonabl e teachi ngs or suggestions
found in the prior art, or by a reasonable inference to the
artisan contained in such teachings or suggestions. 1Inre
Sernaker, 702 F.2d 989, 995, 217 USPQ 1, 6 (Fed. Cir. 1983). 1In
addition, the Federal Crcuit states that "[t]he nmere fact that
the prior art nay be nodified in the manner suggested by the
Exam ner does not make the nodification obvious unless the prior
art suggested the desirability of the nodification.” 1Inre
Fritch, 972 F.2d 1260, 1266 n. 14, 23 USPQ2d 1780, 1783-84 n. 14
(Fed. Cr. 1992), citing In re Gordon, 733 F.2d 900, 902, 221
USPQ 1125, 1127 (Fed. Cir. 1984).

"Addi tionally, when determ ning obviousness, the clained
i nvention should be considered as a whole; there is no legally

recogni zable 'heart' of the invention." Para-Odnance Mg. v.

8
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SGS Inporters Int’l, Inc., 73 F.3d 1085, 1087, 37 USPQ2d 1237,
1239 (Fed. G r. 1995), citing W L. CGore & Assocs., Inc. v.
Garlock, Inc., 721 F.2d 1540, 1548, 220 USPQ 303, 309 (Fed. Gr
1983), cert. denied, 469 U S. 851 (1984). In addition, the
Federal Circuit reasons in Para-Ordnance Mg v. SGS Inporters
International, 73 F.3d at 1087-88, 37 USPQRd at 1239-40, that for
t he determ nation of obviousness, the court nust answer whether
one of ordinary skill in the art who sets to solve the problem
and who had before himin his workshop the prior art, would have
been reasonably expected to use the solution that is clainmed by
t he Appel |l ants.

To answer this question, we first nust determ ne what the
prior art places before the skilled artisan in his workshop.
Pogue teaches in colum 1, lines 39-57, that one of the
objectives of the invention is a high level of security even if
all communi cations can be nonitored and all aspects of the design
are known. Pogue al so teaches that another objective of their
invention is that one key may be used with an unlimted nunber of
| ocks. Pogue teaches that each unit can operate at very |ow
power and conplete the normal functions in a fraction of a

second.
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Pogue further teaches in colum 2, lines 56-66, that these
obj ectives are acconplished by a nethod in which the key only
stores a secret key nunber and a unique key ID. In colum 2,
line 67, through colum 4, |ine 63, Pogue teaches the
initialization node which allows a single key to operate with an
unlimted nunber of locks. The initialization node is only done
once to introduce the key to a lock. During the initialization
node, information Qis determ ned by encrypting the key’'s secret
key, S, by a private key P and the key’s IDis transfered to the
| ock. The key does not store the private key, P, but only stores
the secret key, S, and the key’s ID. The lock stores the key’'s
I D, the private key, P, and information Q where Q=P(S). Pogue
teaches in colum 4, |lines 64-67, that this process allows the
key to only store the secret key, S, and its ID

In colum 5, lines 9-23, Pogue teaches the authentication
met hod as diagramed in Figure 4. To start this node, the |ock
wakes up the key by sending out key IDs. |If one of the key IDs
mat ches the key’'s ID stored in the key, the key sends a reply.
Upon receiving a reply, the lock enters into the authentication
node to verify that the key is an authorized unit. During this
node, the | ock sends a random nunber R and the Q which

corresponds to the ID which was matched in the key. The key

10
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decrypts Qusing the secret key, S, to get P and encrypts R using
P to get X. The key then sends X back to the lock. The |ock
encrypts Rusing P to get X and conpares the two. If there is a
mat ch, the lock allows entry.

Using this process, Pogue neets the above nentioned
obj ectives, the private key as well|l as the secret key are never
transmtted. This provides a high level of security even if al
comruni cation can be nonitored and all aspects of the design are
known. In addition, only the key's ID and the secret key are
stored in the key. This provides a sinple design for the key
that can operate at very | ow power.

On the other hand, C ark does not neet these objectives.
Clark stores lock I D codes and their correspondi ng access codes
in the key which requires a nuch | arger anmount of nmenory storage
in the key. In addition, O ark does not provide a high |evel of
security as taught by Pogue because Clark transmts the access
code which can be intercepted by soneone nonitoring the
transm ssion, thereby allow ng unaut horized persons to defeat the
security of the | ock.

Those skilled in the art having both the teachings of Pogue
and C ark before them woul d have been | ed away from using the

Clark security system which does not provide a high degree of

11
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security as well as requiring nmuch nore power consunption for the
key. Furthernore, we do not agree with the Exam ner that those
skilled in the art would have found it desirable to use the Cark
| ock I D codes and | ock access codes in the Pogue system because
this will allowthe ability to operate nore than one | ock. As
poi nted out above, the Pogue security systemallows for one key
to operate an unlimted nunber of |ocks. See Pogue, colum 4,
lines 30-33. In addition, the nodification would have elim nated
t he advantages of the Pogue security system by providing a | ess
secure systemthat requires nore power consunption. Therefore,
we find that it would not have been obvious to one skilled in the
art to nodify the Pogue security system by providing the dark

| ock I Ds and access code systemto obtained Appellant’s invention
as recited in clains 1 through 6, and 8.

W w il not sustain the Examner’s rejection of clainms 1
through 6 and 8. |In addition, we note that the Exam ner used the
sane reasoning in the rejections of clains 7 and 9. Therefore,
we W ll not sustain the Examner’s rejections of clains 7 and 9
as well.

Claim1l0 is rejected under the judicially created doctrine
of obvi ousness-type doubl e patenting as bei ng unpat entabl e over

claim1l of U S. Patent No. 5,140,317. Appellants argue that a

12
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claimmay be rejected under the obviousness-type doubl e patenting
doctrine only if there is sonme clear evidence, relating to why
the variation woul d have been obvious. Appellants argue that the
Exam ner has not presented evidence as to why it would have been
obvious to nodify the clainmed invention of patent claim1l to
achieve the invention set forth by Appellants’ claim 10.

The Exam ner has found that Appellants’ claim210 is broader
than patent claiml1. W also find that Appellants’ claim10 is
broader than patent claim 1.

While the narrowing limtations added to the claim1 of the
patent may render those cl ai ns unobvi ous over the claim 10 of
this application, the reverse is not necessarily true. As the
Exam ner has noted, the claim 10 on appeal here is broader than
the corresponding clains of the patent. W note that the
Exam ner has only determ ned one-way obvi ousness and not two-way
obvi ousness.

The difference between the application of one-way
obvi ousness determ nations and two-way obvi ousness determ nati ons
have been clarified by the courts. In In re Braat, 937 F.2d 589,
594, 19 USPQ2d 1289, 1293 (Fed. Cr. 1991), the court held that a
t wo- way obvi ousness determ nation nmust be satisfied in a

situation where an applicant is not at fault that narrower clains

13
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may have issued before broader ones. However, in this case,
Appel l ants elected to take the patent on the narrower claim1l of
the patent and to continue prosecution on the broader claim10 in
this application. Thus, the facts of this case are

di stingui shabl e from Braat.

In In re Goodnman, 11 F.3d 1046, 1053, 29 USPQ 2d 2010, 2016
(Fed. Gr. 1993), the court held that where appellants choose to
accept narrower clains to file a continuing application of the
broader clains rather than to appeal the rejection of the broader
claims, the two-way obvi ousness determ nati on was not required.
The court noted that “[a] second application ... ‘containing a
broader claim nore generical in its character than the specific
claimin the prior patent’ ... typically cannot support an
i ndependent valid patent.” 1In re Goodman, 11 F.3d at 1053, 29
USPQ2d at 2016.

W find that a one-way obvi ousness determ nation is the
proper determ nation. Furthernore, we find that upon review ng
the patented claim1l, that Appellants’ broader claim10 is
obvi ous over the narrower patented claiml1l. Therefore, we wll
sustain the Examner’s rejection of claim 10 under the judicially

created doctrine of obviousness-type doubl e patenting.

14
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Claim 10 al so stands rejected under 35 U.S.C. §8 103 as being
unpat ent abl e over C ark and Todd. Appellants argue that there is
no suggestion or notivation present in the prior art to nodify
the Todd key so that the key provides power to the |ock
arrangenment as taught by C ark.

Appel  ants argue on page 17 of the brief that the Todd
arrangenent al ready includes a power supply for the | ock so there
woul d be no reason to nodify Todd. W disagree.

Clark teaches in colum 2, line 33, that the key includes a
power supply 20. dark teaches in colum 2, lines 61-62, that
the electrical power is provided fromthe key to the |ock via
line 40 shown in Figure 1. dCdark teaches in colum 3, lines 9-
15, that the key powers the lock when it is not convenient to
provi de a power supply for the lock. Cdark teaches in colum 2,
lines 22-32, that one such application is a |lock systemfor
parking nmeters where it would be difficult to provide a power
supply to each neter

Todd teaches on page 1 that their invention provides a
smal |, econom cal and easily installed conversion kit for
conventional types of mechanical device | ocks which greatly
i ncreases the security of the conventional |ock at a fraction of

the cost. Todd further teaches that the applications for the

15
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|l ock are retrofitting existing safes | ocks, house door | ocks and
hotel room door |ooks. These retrofit applications present the
sane problens that Clark has solved in that it is not convenient
to provide a power supply for these existing | ocks when retro-
fitting these locks wth the Todd system Therefore, we find
that those skilled in the art would have found it desirable to
use the Cark systemof providing the power fromthe power supply
provided in the key in the Todd systemin order to solve the
probl em of providing power to the | ock.

Appel l ants further argue on pages 17 and 18 of the brief
that Todd s applications are convenient to provide power to the
| ock. We disagree. Todd teaches, as pointed out above, that the
application is for retrofitting nmechanical |ocks in safes, house
doors and hotel room doors. Under these conditions, there is not
a convenient way to provide power to the | ock.

Appel  ants argue that Todd teaches away fromthe proposed
nodi fi cati on because Todd teaches powering the key froma battery
in the lock. However, we do not find that this teaching by
itself teaches to those skilled in the art to power the lock from
a power source in the lock as the only way to provi de power.

Todd does not teach that it would not be just as advantageous to

16
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power the |lock fromthe key as taught by dark. Thus, we do not
find that Todd teaches away fromthe O ark teachings.

W fail to find that Appellants have presented any argunents
t hat have persuaded us that those skilled in the art would not
have reasons to nodify Todd by providing the power to the | ock
froma power supply in the key as taught by Cark. Therefore,
for the reasons above, we will sustain the Exam ner’s rejection
of claim 10 under 35 U. S.C. 8 103 as bei ng unpat ent abl e over
Clark and Todd.

Clains 11 and 13 through 15 stand rejected under 35 U S. C
8 103 as being unpatentable over Pogue. Caim1l2 stands rejected
under 35 U.S.C. 8 103 as bei ng unpatentabl e over Pogue and
Cl arkson. Appellants argue on page 19 of the brief that Pogue
fails to teach or suggest a neans for replacing a stored code
nunmber with a nodi fied code nunber when an input code nunber
mat ches a nodi fi ed code nunber, key neans for storing a
predeterm ned algorithmthat is also stored in the controller
means of the | ock nechani smand neans for operating the |ock
mechani sm when enabl ed by controller nmeans in the | ock as recited
inclaiml1ll. |In response to Appellants’ argunents, the Exam ner
argues on page 14 of the answer that Pogue suggests that any

known neans can be used to ensure security when programm ng the

17
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devi ces. However, the Exam ner has not pointed to any teachings
or suggestions by Pogue to provide these neans. Furthernore,
upon a careful review of Pogue, we fail to find that Pogue
teaches or suggests these neans. Therefore, we will not sustain
the Examner’s rejections of clainms 11 through 15.

Claim 16 stands rejected under 35 U . S.C. § 102 as being
anticipated by Cark. Appellants argue on pages 21-22 of the
brief that Cark fails to disclose key neans conprising a hand
hel d conputer and interface nodul e detachably coupled to the hand
hel d conputer for interfacing the conputer with the | ock. W
agree and thereby we wll not sustain the Exam ner’s rejection of
cl aim 16.

Clains 17, 18 and 20 stand rejected under 35 U. S.C. § 102 as
being anticipated by Barrett. Cains 17 through 19 stand
rejected under 35 U.S.C. 8§ 103 as being unpatentable over Barrett
and Clark. Appellants argue on page 23 that Barrett fails to
di scl ose a |l ock wherein a renpte data processor neans sends data
i ncl udi ng access data to a data conmmuni cation termnal of a

m croprocessor neans of the |lock over a communi cati on channel.

18
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The Exam ner views the lock as the Barrett | ock systemthat
includes the lock box 12 installed in the stand 16. Barrett
teaches in colum 7, lines 27-37, the lock systemis designed to
communicate with a renote conputer over conventional telephone
lines. Therefore, we find that Barrett teaches a | ock including
a data comunication term nal coupled to a communi cation channe
and m croprocessor neans for receiving data fromsaid data
communi cation termnal transmtted over said conmuni cation
channel as recited in Appellants’ claim17.

Appel I ants further argue on page 23 of the brief that the
Barrett systemrequires that the | ock box be renoved fromthe
door and assenbled in the |ock system (the stand 16 incl uding
| ocal stand 16a and conputer 18). However, we note that the
Appel lants’ claim 17 does not set forth any limtations that
requires that the lock nust be accessed while the | ock box is on
the door. Therefore, we wll sustain the Exam ner’s rejections
of claim 17 under 35 U S.C. 88 102 and 103.

Appel  ants argue on page 24 of the brief that Barrett fails

to teach a nodem neans as recited in claim18. Upon a carefu
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review of Barrett, we find that Barrett teaches in colum 7,
lines 27-55, that the | ock includes a nodem 74 as shown in Figure
18b as recited in Appellants’ claim18. Therefore, we wll
sustain the Exam ner’s rejections of claim 18 under 35 U. S. C
88 102 and 103.

Appel l ants argue that neither Barrett nor C ark suggest
using the lock in a public telephone set as recited in
Appel lants’ claim 19. However, Cark teaches in colum 1, |ines
5-11, applications for electronic |ocks which include pay
t el ephones. Therefore, we find that fromthis suggestion found
in Cark, it would have been obvious to those skilled in the art
to use the Barrett electronic lock as a lock for a public
t el ephone set. Therefore, we will sustain the Exam ner's
rejection of claim19.

In view of the foregoing, the decision of the Exam ner
rejecting clainms 10 and 17 through 20 is affirned; however, the
deci sion of the Exam ner rejecting clains 1 through 9 and 11

through 16 is reversed.
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No tinme period for taking any subsequent action in
connection with this appeal nmay be extended under 37 CFR
1.136(a).
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JERRY SM TH
Adm ni strative Patent Judge

M CHAEL R FLEM NG
Adm ni strative Patent Judge

BOARD OF PATENT
APPEALS
AND
| NTERFERENCES

Rl CHARD TORCZON
Adm ni strative Patent Judge

N N N N N N N N N N N N N

21



Appeal No. 95-0143
Appl i cation 07/ 865, 849

ROTHWELL, FI GG ERNST
and KURZ

555 - 13TH STREET, N W

WASHI NGTON, DC 20004

22



